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CASL VERA SQA Plan

1 Basic Information

Virtual Environment for Reactor Analysis (VERA)

001578 '

John Turner

VERA is a code system for scalable simulation of nuclear reactor
core behavior. It is a toolkit of components, not a single
executable, and contains both legacy and new capabhiiities
encoding a diversity of models, approximations, and algorithms.
The software is designed to be scalable from high-end
workstations to existing and future HPC platforms.

2 Approvals

CASL Director ;. Digitally signed by John A, Tumer (jtd} Date
J h A T H t d DN: c=U5, 0=+1).5. Government, ou=Department of Energy,
0 n . u r n e r ou=0ak Ridge Natlonal Laboratery, en=John A. Turner (jtd)

Date: 2011.03.31 16:37:17 -04'00"

VR! Lead Date

CASL Quality Manager Date
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3 Grading Level

Please reference the SBMS subject area “SQA” for definitions of the grading levels.

3.1 Software Type

Please reference the SBMS subject area “SQA”, exhibit “Software Type Table.” If needed, consult with the SAB chair or quality representative
for help.,

4 Description of Software Work Activities

For each of the following software work activities, indicate the level of applicability per SBMS procedure and describe the software
development activities that are performed. Please reference the SBMS Exhibit “Safety and General Software Work Activities” for a description
of Full vs. Graded requirements.

Template version 2.0, for General Software

CASL-U-2011-0017-000-d



Section 5.5 of the CASL proposal to DOE describes the software engineering and quality plans for the
project. The software engineering plans are further described in Section 2.2.2 of the proposal.

The proposed quality plan included the following commitments:

1) CASL will operate in accordance with the Quality Management System within ORNL’s Standards-
Based Management System (SBMS) that implements requirements of DOE Crder 414.1C,
“Quality Assurance” (Ref.2);

2) CASL wili develop a Quality Plan and submit it to DOE/NE for certification;

3) The CASL Quality Plan will be managed by a trained quality control manager who will commit
50% of his/her time.

4) Software products developed by CASL partners wil also adhere to institution-specific
requirements and regulations such as LANL's Software Quality Management policy.

This document is intended to demonstrate compliance to item (1) above. A separate Quality Plan for
the CASL consortium will address items 2-4.

The quality assurance (QA) requirements for the U.S. nuclear industry are defined in 10 CFR 50 Appendix
B {Ref.3). Each organization that provides services to the industry has a QA program that is reviewed
and approved by the U.S. Nuclear Regulatory Commission (NRC). For example, the NRC-approved QA
program in Westinghouse is the Quality Management System (QMS) (Ref.5). Other industry partners
such as EPRI and TVA have similar QA programs.

The SPMP for VERA is documented in the CASL proposal and Plan of Record (PoR), both available on the
CASL SharePoint site. The CASL PoR is reviewed and updated every 6 months. Tasks to be completed
are identified as Level 1, 2, or 3 (L1, L2, L3) milestones. The milestones, scheduling, and hierarchy
relationships are documented both in the PoR document and in the CASL Trac site.

VRI and VERA milestones and work breakdown tasks are managed via the VRI Trac Kanban site as

- tickets. Tickets are assigned a responsible owner and schedule for completion. The processes for
working with VRI tickets, including ticket status and review processes, are documented on the Kanban
site here.

.Costs information is developed and tracked by the CASL Finance Officer and the VRI Team Lead, who are
responsible for delivering regular reporis and ensuring performance is within budgetary constraints.

Software-specific training documentation deliverabies are integrated with the overall development
Kanban, and are assigned due dates consistent with milestone delivery.

Project risks and mitigations are documented in the PoR. For a detailed discussion of VERA
development risks, see section 4.2 below. '

VRI operatihg procedures, policies (including SQA policies), and guidance are documented on the VRI
Kanban Wiki.
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The interfaces with external organizations, including roles & responsibilities, are recorded in the work
packages, stored on the SharePoint site. Details of how the coliaboration intends to address specific
work items is embedded in the milestones and in the PoR document. The VRI Kanban site is designed to

facilitate distributed software development, integrating contributions from many member organizations
in a seamless manner.

Risks to the successful completion of VERA development are identified as part of the biannual planning
process, and are documented in the CASL PoR. Risks to successful completion of individual VRI 12
milestones are documented in the CASL Trac system, along with mitigation plans.
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VERA makes use of the Git source code repository system, which is widely used in the software
development industry. Git repositories provide a complete history and full revision tracking of all source
code files. Each revision to the software is labeled.

The component software used by VERA resides in a variety of source code repositories. An index of
these components and their repositories is maintained on the CASL VRI Kanban Wiki here.

Changes to the software are controlled via the VRI Kanban project management process, hosted in Trac.
Proposed changes, bugs, and new features are entered into the Trac backlog as tickets and are assigned
tracking numbers and owners. Tickets provide fields for the change description, rationale, and other
information. Each ticket is marshaled through the development process by assigning a status value,
which encodes the workflow steps. Comments, updates, links to data, and documents are associated
with each ticket. A complete histary of all changes to tickets is tracked in a backing database. Tickets
are not assigned a “complete” status until they have been reviewed by the VRI team and approved by
the VRI Kanban Lead and the FA Leader.

The VRI Software Development Life Cycle follows a hybrid Scrum + Kanban (“Scrumban”) approach.
Software releases occur at the end of 6 month development “sprints”. Prior to each release, a review
session is held to review the completed tickets and authorize their delivery to the AMA FA for
acceptance testing, to examine the processes, procedures and policies used during the previous sprint
for modifications, and to plan for the next sprint.

AMA performs an independent suite of tests on each release to determine if requirements are
satisfactorily met. In the event of defects being detected, they are reported back to the VRI team and
are entered into the Trac backlog as tickets.

Documentation, development notes, policies and procedures are configuration controlied via the CASL
VRI Wiki and CASL SharePoint document repositories, as described in the CASL Records Management
Plan.

Software development processes, procedures, and policies are reviewed every month for continuing
suitability and improvement during a Retrospective meeting. Changes to these processes are recorded
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in the Wiki. The Wiki structure always presents the most recent version of a document; obsolete
versions are automatically removed from service.

Changes to VERA are associated with documented acceptance tests validating and verifying the change.

Procurement for VRI uses the ORNL procurement process as described in SBMS. A full-time CASL
contract coordinator handles procurement and management of contracts with partner institutions,
board and council members, and other individuals to ensure that institutional guidelines are identified
and followed.

At present, software components for VERA have been and are being obtained from a variety of sources
based upon the capability, reputation, and availability of the source code. In some cases, the acquired
code is delivered with unit tests and/or other test cases that are migrated to the VERA/VRI test base. In
the case of older, legacy code, the programs chosen for inclusion in VERA have been tested through
many years of application in research and industry. This latter class of programs presents a special
challenge to VR, and research is underway to determine effective methods of encapsulating and
refactoring legacy code to introduce modern software engineering test practices.

In all cases, source code acquired by VRI for inclusion in VERA is placed under the same change control
process as in-house code.

As a future improvement, a process will be instituted to properly vet acquired software against
requirements and QA provenance, and develop migration strategies that introduce CASL SQA standards.
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Requirements for VERA are formally developed and documented by the Advanced Modeling
Applications (AMA) Focus Area. AMA is the customer for VERA until such time as releases of the code
base are made available to third parties who are not part of the CASL consortium. The documented
requirements are handed off to the VRI, who produces an implementation plan. After negotiation and
agreement on features to be delivered and their priority, requirements are broken down into work
items and entered into the VRI Kanban TRAC backiog.

Requirements are implemented using a hybrid Kanban/Scrum project management technique, in which
features, bugs, and supporting work items are entered into a backlog of work tickets and implemented
on the basis of priority.

The VRI team will develop a high-level design document that describes the overall system architecture
and roadmap for VERA, due by july 2011 (Reference VRI Kanban ticket 2140). This design will be change
controlled, and will be reviewed monthly during the VRI Review, Retrospective, and Planning process.
However, the primary design artifacts in a Lean/Agile software development process are captured in the
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software itself and the natural byproducts of software development processes. Reguirements are
primarily stated as L1, L2, and L3 milestones in the CASL Milestones Trac project and CASL VRI Kanban
tickets are liked to these milestones. With the integration of Trac and Git, full linkage from CASL
Milestones, through VR! Kanban tickets, down to individual Git commits is provided. Reguirements are
codified as version-controlled automated unit, acceptance, and verification tests. | Changes in
requirements are reflected by changes in the automated test suite {e.g., new requirements result in new
tests, no longer valid requirements result in tests being removed). The design of the software is
embedded in the domain model which is codified in the software sources. Detailed design discussions
are captured on Trac wiki pages and inside of Trac tickets in the CASL VRI Kanban Trac Site. Detailed
design is documented in the sources itself and is extracted using tools like Doxygen. The
understandability and maintainability of the software (including algorithms and data structures) is
primarily provided by keeping a clean code design and structuring using Agile Emergent Design using:
Structured Refactoring using good software design and coding techniques and all protected with high
quality unit, integration, and verification tests. Low-level supplemental documentation will only be
provided if good software design and coding practices are not adequate. The approaches described
above are the only realistic ways that design can be done and documented on a project like CASL.

The design of models and theoretical constructs to be implemented in VERA are documented by the
MNM Focus Area, and are associated with implementation work tickets using the wiki.

Monthly Review, Retrospective, and Planning (RRP) sessions review every aspect of VRI development,
- and may include design.

The VRI team will investigate possible policies on code and design reviews (for changes to legacy code
and new code development), and implement a strategy that is compatible with modern Lean/Agile best
practices.

CASL VRI software quality assurance policies are posted in the VRI Kanban wiki here. These policies, by
default, mirror those in use by the Sandia Trilinos project.
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VERA is developed using continuous integration (Cl), in which the code base is built many times a day
and a suite of automated tests is run on the primary development platform(s) (Linux Intel and GC).
Defects detected during the Cl builds are immediately communicated to developers through an
automated reporting system (impieme'nted with CDash). It is required to test all new or maodified
Primary Stable code prior to checking into the source repository. Portability testing and other more
detailed tests are run in nightly buiids.

Some integration testing is performed as part of the daily test suite. Rigorous iﬁtegration and human
factars testing will be performed by the AMA and VUQ focus areas, as part of their V&V plan.

For the near term, VERA will be used in a tightly controlled, research only environment. The potential
risks to software failure are relatively minor, and are comprehended as part of the project risk analysis.

V&Y activities for VERA are distributed across the focus areas. A detailed V&V plan for VERA has been
described elsewhere in the Initial Validation Plan for CASL Project document (AMA.VAL.Y1.02).
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Tractability of requirements to design is captured by linkages between CASL Milestones and CASL VRI
Kanban Tickets in the Trac projects.

Any CASL member or CASL stakeholder can create a new CASL VRI Kanban ticket and report a defect or
request a new feature.

Bug reports are entered into the Trac tool as a new ticket, and are prioritized based on the severity of
the defect. The status tracking and documentation of the bug are handled using the ticket status,
comment, and attachment features.

A set of formal policies will be developed that describe the process for evaluating and responding to bug
reports, including impact analysis and reporting to users.

VRI will develop a user manual that will be updated with each formai release. Hands-on user training is
also provided on a (semi) regular basis by the CASL consortium. Informal developer training will be done
through reading groups and peer-to-peer training from knowledgeable developers.
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Elements of VERA are subject to export control and/or NDA. Source code, input data, and output data
are controlled through GForge project membership and password-protected permissions and Unix
groups are used to protect such data on various internal ORNL CASL-related machines. Documents
which may contain controlled or protected information will be handled per the CASL Records
Management Plan. A Technology Protection Plan will be put in place which describes the processes and
systems used to manage information security. ‘

VERA as a software application executes in a closed environment, and does not communicate with data
or application servers via the open internet. As such it presents no serious security risks.
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